How to Create an ID.me Account and Upgrade to a Premium My HealtheVet Account

Introduction:

My HealtheVet users have a choice to use their My HealtheVet or a Sign-in Partner credential to log into

My HealtheVet. The ID.me credential is now accepted as a My HealtheVet Sign-in Partner on the My

HealtheVet and AccessVA websites. ID.me is a secure login provider certified by the federal government.

ID.me is designed to help citizens login to multiple government websites with a single account. Any My

HealtheVet user, including caregivers, can create an ID.me credential. My HealtheVet users who already

have an ID.me credential to log into other VA websitescan use their ID.me credential to log into My
HealtheVet.

This document outlines how to create an ID.me credential and other functions below all in one session!

Users can:

Sign up for an ID.me account to create an ID.me credential from the My HealtheVet website
Login page or AccessVA website

Note: The AccessVA process follows the explanation of the My HealtheVet process
Use their ID.me credential to register for a My HealtheVet account

Note: Users will have an ID.me credential and a My HealtheVet credential
Log into their My HealtheVet account with either their credential or ID.me credentials
Use their ID.me credential to upgrade their Advanced My HealtheVet account to a Premium My
HealtheVet account

How to what? Guide

(1)
(2)
(3)
(4)

(5)

(6)

9)

Go to the My HealtheVet homepage at https://www.myhealth.va.gov and select Login

Select Sign in with ID.me
Select Accept
Select Sign up for an account
Note: Users are on the ID.me website until Step 19.
Enter email and password, accept Terms of Service, then select Sign up

Note: The email address cannot be edited or shared with another ID.me account once
confirmed. Be sure that the chosen email address is one you check often.
Enter your phone number, choose text message or phone call, and select Continue
Note: The phone number cannot be edited or shared with another ID.me account once
confirmed. Be sure that the chosen phone number is one you check often.
Enter the 6-digit code sent to your phone and select Continue
Verify your identity by answering questions. Users can also use their Driver’s License or Passport
if either identification is on-hand:
Note: Selecting the Driver’s License or Passport option bypasses steps 9-11 because
your identification forms provide the information collected in those steps.
Enter your personal information and select Submit my information

(10) Enter your address and select Submit address


https://www.myhealth.va.gov/

(11) Enter your phone number and select Submit phone

(12) Enter your Social Security Number and select Submit SSN

(13) Check the confirmation box and select Verify my information
(14) Answer your verification questions and select Submit answers
(15) Wait as this screen confirms your phone number

(16) When this confirmation appears, Select Continue

(17) Select Allow

(18) Wait as the My HealtheVet screen loads
Note: User returns to My HealtheVet website.

(19) Select Register

(20) Select your relationship to VA

(21) Enter your identification information

(22) Enter your contact information

(23) Choose your My HealtheVet User ID and Password

(24) Choose My HealtheVet security questions and enter answers

(25) Check the My HealtheVet Terms and Conditions box and select Create Your Account
Note: After successfully registering for a My HealtheVet account, users will land in their
new My HealtheVet Advanced Account. Users should then select to upgrade their
account to Premium.

(26) Select Upgrade Now

(27) Check the box to confirm you are the account owner and select Continue

(28) You now have a Premium My HealtheVet account

Below are step-by-step instructions with screenshots to guide users on how to create a Premium My
HealtheVet Account and link to ID.me. To begin:

1. Go tothe My HealtheVet homepage at https://www.myhealth.va.gov and select Login:

VA| My HealtheVet - m
Login to Manage Your Healthcare ' Login ' Register
Welcome to our redesigned site! L earn about what's new and whaeM

2. Select Sign in with ID.me:


https://www.myhealth.va.gov/

3. Select Accept:

Login to Manage Your Healthcare

My HealtheVet User ID

Login to My HealtheVet

or create an accow

My HealthsVet / User Login

Or Use a Sign-in Partner

Register for a Sign-In Partner or Learn More

Sign in with

My HealtheVet Password

Sign in with
1D.me

IDme

L

By clicking on the Login button below, you are
agresing with the System Use Warning Notice.

Forgot User ID?

ot Password?

o System Use Warning Notice

Fairs (VA).

lunderstand that | am aceessing a U.S. system d by the of Vet

lunderstand that as an authorized user | may only access information to which | have the legal authority to view and use. VAwill monitor and record
activity on this system to protect the system and its information and may use that menitoring information for official administrative or legal purposes.
lunderstand that unauthorized use of the system such as gaining unauthorized access to dats, changing dat, causing harm to the system o its data or
misuse of My HealtheVet components is prohibited and may result in criminal, civil, or administrative penalties.

I also understand that VA can suspend or stop my use of this system if V2 cts use of the system 1y has
occurred.
By accessing stem, | th to such monitoring.
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4. Select Sign up for an account:

ID.me

Signin

or sign up far an accaunt

Email

testroera_10@idme

Password

oR

v o] e o]

Fargot your passwend?
What i 19.me? | Tevms of ecvice | Pevacy Policy

Note: Users are on the ID.me website until Step 18.



5. Enter email and password, accept Terms of Service, then select Sign up:
Note: The email address cannot be edited or shared with another ID.me account once
confirmed. Be sure that the chosen email address is one you check often.

ID.me +

Slgn Up or sign into your account
Email
name@example.com
Password
Confirm password
: | accept the | D.me Terms of Service and Privacy Policy

6. Enter your phone number, choose text message or phone call, and select Continue:
Note: The phone number cannot be edited or shared with another ID.me account once
confirmed. Be sure that the chosen phone number is one you check often.

ID.me

Complete your sign in

You will receive a 6-digit code at the following number:

| P

How would you like to receive the code?

G’Q

Text message Phone call

What is ID.me? | Terms of Service | Privacy Polic:

7. Enter the 6-digit code sent to your phone and select Continue:



ID.me

Complete your sign in

Enter the 6-digit code that we sent to (***) **+.#555 to

complete your sign in

805167

Didn't receive the code? Send it again

What fs ID.me? | Terms of Service | Privacy Policy

8. Verify your identity by answering questions. Users can also use their Driver’s License or Passport
if either identification is on-hand:

ID.me

Let's verify your identity

You'll need to prove who you are in order to access your
benefits. This process takes about 5-10 minutes, and
you only need to do it once.

How would you like to verify?

Verify by answering questions
we'll a based on

public and priv

GET STARTED

Verify using my driver's license
We'll ask you to provide a picture of your
driver's license.

GET STARTED

Verify using my passport

We'll ask you to provide a picture of your

passport
GET STARTED

Note: Selecting Driver’s License or Passport option bypasses steps 9-11 because your identification
forms provide the information collected in those steps.

8a. Driver’s License

1a. Select Take a picture with my phone or Upload from my computer.

l

ID.me +

Submit your driver's license

How do you want to submit your driver's license?
or

Go back



2a. If Take a picture with my phone is selected, enter your mobile phone number and
select Send me the link. Then, use your phone to take and upload pictures of your
Driver’s License to the link.

Take a picture of your driver's license

Send us your mobile phone number, and we'll text you a
link to take a picture of your driver's license.

Your phone must have a camera and web browser,

Mobile Phone Number

[ |

Send me the link

Go back

3a. If Upload from my computer is selected, upload the photos of your Driver’s License.

8b. Passport

1a. Select Take a picture with my phone or Upload from my computer.

=

ID.me +

Submit your passport

How do you want to submit your driver's license?

Take a picture with my phone

Upload from my computer

I O I
S

Go back

2b. If Take a picture with my phone is selected, enter your mobile phone number and
select Send me the link. Then, use your phone to take and upload pictures of your
Passport to the link.



ID.me +

Take a picture of your passport

Send us your mobile phone number, and we'll text you a
link to take a picture of your passport

Your phone must have a camera and web browser.

Mobile Phone Number

(| ‘

Send me the link

Go back

3b. If Upload from my computer is selected, upload the photos of your Passport.

9. Enter your personal information and select Submit my information:

ID.me

Enter your personal information

Please enter your full legal name and birth date as they
appear on your official documents.

First Name Middle Name

NewTEsTID six

Last Name Suffix

MHVSATOMI

Date of Birth (mm/dd/yyyy) Gender

03/21/1971 © male © Female

Submit my information

Goback

10. Enter your address and select Submit address:



—
ID.me

Enter your address
Please enter your most recent address below even if it
differs from your driver's license. If you have trouble

verifying, you may need to use an older address.

Home Street Address (No P.O. Boxes)

City
SALT LAKE CITY
State Zip Code
Utah 84101
Submit address

Go back

11. Enter your phone number and select Submit phone:

_
ID.me

Enter your phone number

‘What type of phone do you have?

Home phone or cell phone

Smartphone with a web
browser without 3 web browser

Smartphone Number

IFyou also have a home phone number, please enter it
beiow to help us locate your records.

Home Number

12. Enter your Social Security Number and select Submit SSN:

—_—
ID.me

Enter your Social Security Number
Your social security number is needed to verify your
identity. We will never reveal your personal information

without your permission.

Social Security Number Confirm SSN

Go back

What is 1D.me? | Terms | Privacy Policy

13. Check the confirmation box and select Verify my information:



—

ID.me

Is your information correct?

We will securely use the following information to verify

your identity against trusted sources.

Full Legal Name

First Name
Middle Name
Last Name
Gender
Birth Date

Current Home Address
Home Street Address
City
State

Zip Code

Smart Phone

NEWTESTID

S

MHVSATOMI

Female

02211971

SALT LAKE CITY
ut

&a10M

[T 1attest that the information | have provided is correct
and accept the use of FCRA data to verify my identity.

See our Privacy Policy for how we trest your data.

Go back

14. Answer your verification questions and select Submit answers:

_—

ID.me

Answer your verification questions

To help us make sure you're you - and not sameone

be you - we

questi o

public and private data that onlyyou should knaw.
You can learn more about it here.

1. Question 1

Whatis 1D, me? | Terms | Brivacy Policy

15. Wait as this screen confirms your phone number:



ID.me

Confirming your phone number...

Please click the link sent to to confirm

your mobile phone number.

This screen will automatically refresh once your
phone number has been eonfirmed.

Send link again

SFOR TESTING OMLYS LRL cont 0 it device Verify

What s ID.me? | Terms | Privacy Boliey

16. When this confirmation appears, continue:

ID.me

Your phone was confirmed

\/J

Vour mobile phane was successfully confirmed. Please

go back to the browser on your computer to cantinue.

What is ID.me? | Terms | Privacy Policy

17. Select Continue:

ID.me

Review your ID.me subscription

|:| | want to subscribe to ID.me offers and discounts

Continue

These subscriptions can be changed at any time in your
ID.me account settings.

What is ID.me? | Terms of Service | Privacy Policy

18. Select Allow:



ID.me

&
We've verified your identity!
Before we send you back to your VA application, we
need your permission to share your verified identity

information.

Please note that only information obtained from the
verification process will be shared.

your VA application will receive:

& Birth Date @ middle Name
G city @ phone

@ Email & Postal Code
& First Name @ state

@ Full SSN @ street

@ LastName

19. Wait as the My HealtheVet screen loads:

ID.me

You are now returning to
your VA application

r

Note: User returns to My HealtheVet website.

20. Select Register:

Not a My HealtheVet member?

Select the Register button below 10 create 2 My He

Register

Already a My HealtheVet member?

Enter your My Healthevet User 12

Forgot User ID7

y Healthevet Passuwon

E

Not interested in registering or logging in at this time?

Cancel

21. Select your relationship to VA:



Login to Manage Your Healthcare

My HealtheVet / User Registration

Register as a My HealtheVet Member

‘Welcome to My HealtheVet registration. Complete this form te create your
account. Foryour protection, this form will time out in 30 minutes. Please
review the form and gather materials needed to complete it within 30
minutes.

*Indicates Required Information
° What is your Relationship to VA?*

Check all that apply* [ va Patient
O veteran
[ Health Care Provider
[0 Veteran Advocate/Family Member/Friend
[ vaEmployee
[ cHAMPVA Beneficiary
[ service Member
[ other

22. Enter your identification information:

© 1dentification Information

st b completd o get a My Heslleet acconnt. Plesse
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23. Enter your contact information:

[ Y —

J—

weormmane | uabte ~|

O vecion s Rinder

[ T
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24. Choose your My HealtheVet User ID and Password:



@ Choose your User D and Password

R

Contim Password [ Tetartd ] s

25. Choose security questions and enter answers:

© security Questions

ﬂ Accept the Terms and Conditions

To cresteyour secount you must acsspt the ly Healthelt Terms and
Gonitions

(O] ccept My bttt Terms and Conditn

tthe SAVE button bel

My Heslihevet sccaunt.

26. Check the Terms and Conditions box and select Create Your Account:

© security Questions

Answ ‘ ‘
You must select two different questions. Adiflerent answer s required for
cach quastion
Questionz” | select s Question v ‘

f— \

ﬂ Accept the Terms and Conditions

Note: After successfully registering for an account, users will land in their new My HealtheVet Advanced
Account. Users should then select to upgrade their account to Premium.

27. Select Upgrade Now:



Welcome (LA} Upgrade Now I @ LogOut

Last suceessfullogin: 05 Dec 2017 @ 1159

¥ Messages @ Health Records

Refill VA Prescriptions View My VA Appointments Secure Messaging Blue Button Medical Reports
Track Delivery Health Calendar Labs and Tests

Medications Lists VA Facility Locator Track Health

Resources

® Benefits WP Veterans Health Library il Community

@ Mental Health #* Healthy Living [ Healtheliving Assessment

28. Check the box to confirm you are the account owner and select Continue:

Welcome [LUCREET A M Upgrade Now ® Log Out

Last successful login : 15 Dec 2017 @ 1448 ET

My Health | Personal Information / My Account / Account Upgrade

You will now be upgraded to the My HealtheVet Premium account. A
Premium account gives My HealtheVet members the highest level of access
to My HealtheVet features. With a Premium account, you have access to
these features:

* VA Medical Records

* Secure Messaging

* VA Appointments

+ Department of Defense Military Service Information

() 1 certify that | am the account owner of this My HealtheVet
account and authorize the requested upgrade to a Premium My
HealtheVet user account.

Continue

29. You now have a Premium My HealtheVet account:

Homev P h y ! althv  GetCare™  TrackHealth™  MHVCommunity ™  Secure Messaging ¥

Welcome
® Log Out

Last successful login

Appointments 74 Messages @ Health Records

Refill VA Prescriptions View My VA Appointments Secure Messaging Blue Button Medical Reports
Track Delivery Health Calendar Labs and Tests

Medications Lists VA Facility Locator

Resources

® Benefits W@ Veterans Health Library filit Community

& Mental Health & Healthy Living [ HealtheLiving Assessment




AccessVA

1. Go to https://www.access.va.gov/accessva/ and select My HealtheVet:

Select a VA website below to sign in with AccessVA:

AHOBPR Life Insurance .4 MILLION
Airborne Hazards & Online Policy Loan VETERAN

Open Burn Pit Registry Access ) Gual’al’lty A ROGRAM

Y ForSite2020
/i PSS, Varmp

: -

Apply for Stakeholder ‘eterans Health e

v L S J JSEP ). gbirem Y mabook [ B4 [
J

Veterans Insurance Portal

VA-VMC

VIRTUAL MEDICAL CENTER

2. Select Sign in with ID.me:
AccessVA

/AHome | About AccessVA | ContactUs

S

Choose a secure VA Partner to sign into My HealtheVet (MHV):

Don't have one? Register for a Sign-In Partngre o
Sign in with Sign in with
e

Select another
VA website

3. Continue with Step 3 on page 2


https://www.access.va.gov/accessva/

